CHECKLIST, PART 1: DOES THE FOURTH AMENDMENT APPLY? 
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I.
IS THERE STATE ACTION? 
In order to be considered a search under the Fourth Amendment and Ariz. Const. art. 2, § 8, the search must be “state action” – that is, it must be a search made by a government agent. The Fourth Amendment's prohibition against unconstitutional searches and seizures applies only to government agents; it does not limit the actions of private citizens. As a corollary of that general principle, and given the exclusionary rule's primary purpose of discouraging unconstitutional conduct by police, courts have refused to apply the exclusionary rule to evidence obtained through the unlawful actions of private citizens. State v. Chavez, 208 Ariz. 606, 609-10, ¶¶ 13-15 (App. 2004) (actions of tribal ranger who was unarmed, uncertified, and not considered a law enforcement officer, in stopping and detaining defendant viewed as those of a private citizen and thus did not violate the Fourth Amendment).

A wrongful search or seizure performed by a private citizen does not violate the Fourth Amendment unless the citizen is acting as an agent of the state. When determining whether a party acted as an agent of the state, the court looks to (1) whether the government had knowledge of and acquiesced to the party's actions, and (2) the intent of the party. If either element of this test is not met, then the private citizen was not acting as a state agent and any fruit of the citizen's search or seizure may not be suppressed. State v. Garcia-Navarro, 224 Ariz. 38, 40, ¶ 6 (App. 2010) (federal border patrol agent was not acting as a private citizen but rather as an agent of the government). 
Whether a private citizen acted as a state agent is determined on a case-by-case basis, and the inquiry focuses on a two-part test assessing the degree of government knowledge and acquiescence in the search or seizure and the intent of the party performing the search. State v. Estrada, 209 Ariz. 287, 291–92, ¶¶ 17-19 (App. 2004)(medics were extension of police because they asked police to restrain defendant and would not have transported him if not restrained, and were motivated by desire to aid police rather than care for defendant); see also State v. Martinez, 221 Ariz. 383, 392 ¶ 31-34 (App. 2009)(girlfriend's mother not acting as state agent when she took defendant's jail letter out of her mailbox before girlfriend received it or was even aware it existed and then turned it over to the state; Fourth Amendment implicated only if mother acted on behalf of state without legitimate independent motivation for conducting the search, and mother's motive in seizing the letter and giving it to the state was personal, rather than based on a desire to assist law enforcement).

However, where a private citizen is compelled by law to provide police with evidence or information obtained from a private search, their actions are not voluntary and the search amounts to state action. State v. Nissley, 241 Ariz. 327, ¶ 13 (2017)(state action occurred when medic turned over blood sample at officer's request; medic did not voluntarily provide the sample to the officer but was compelled to do so by DUI statute under threat of criminal prosecution); see also In re Timothy C., 194 Ariz. 159, 163, ¶ 15 (App. 1998)(CPS caseworker who questioned juvenile about molesting his younger sister was state actor, for due process analysis, where caseworker was required by law to immediately notify law enforcement agency of results of his investigation if it appeared that crime had been committed). 

Clearly, a private search may invade a person's reasonable expectation of privacy. Nevertheless, if that invasion of privacy is purely the result of non-governmental action, once frustration of the original expectation of privacy occurs, the Fourth Amendment does not prohibit governmental use of the information obtained. The Fourth Amendment is implicated only if the authorities obtain information with respect to which the expectation of privacy has not already been frustrated; in such a case, the authorities have not relied on a private search and presumptively violate the Fourth Amendment if they act without a warrant. Thus, in a private search case, the legality of later governmental intrusions must be tested by the degree to which they exceeded the scope of the private search. State v. Weekley, 200 Ariz. 421, 424, ¶ 16 (App. 2001) (entries into hotel room by police did not constitute searches because defendants could reasonably have foreseen that hotel staff would enter the room in response to the housekeeping sign and because officers' activities while in the room did not exceed the scope of the private search conducted by hotel staff). 
A.
Civil Authorities
The Fourth Amendment's strictures are restraints imposed upon governmental action – that is, upon the activities of sovereign authority. Thus, it applies to the activities of civil as well as criminal authorities: building inspectors [see Camara v. Municipal Court, 387 U.S. 523, 528 (1967)], Occupational Safety and Health Act inspectors [see Marshall v. Barlow's Inc., 436 U.S. 307, 312-313 (1978)], and even firemen entering privately owned premises to battle a fire [see Michigan v. Tyler, 436 U.S. 499, 506 (1978)], are all subject to the restraints imposed by the Fourth Amendment. Because the individual's interest in privacy and personal security suffers whether the government's motivation is to investigate violations of criminal laws or breaches of other statutory or regulatory standards, it would be anomalous to say that the individual and his private property are fully protected by the Fourth Amendment only when the individual is suspected of criminal behavior. New Jersey v. T.L.O., 469 U.S. 325, 335 (1985) (Fourth Amendment's prohibition on unreasonable searches and seizures applies to searches conducted by school officials); see also State v. Serna, 176 Ariz. 267, 270 (App. 1993)(high school's security personnel are state actors based upon their status as agents of the high school principal and not security guards); Matter of Appeal in Pima County Juvenile Action No. 80484-1, 152 Ariz. 431 (App. 1987)(high school principal's instruction that minor empty his pockets, which resulted in discovery of bag of cocaine, violated minor's Fourth Amendment rights). 

Searches and seizures by government employers or supervisors of private property of their employees are subject to restraints of Fourth Amendment. But the operational realities of the workplace may make some employees' expectations of privacy unreasonable when an intrusion is by a supervisor rather than a law enforcement official. Public employees' expectations of privacy in their offices, desks, and file cabinets, like similar expectations of employees in the private sector, may be reduced by virtue of actual office practices and procedures, or by legitimate regulation. O'Connor v. Ortega, 480 U.S. 709, 717 (1987). When employers search offices to investigate work-related employee misconduct, their interest is primarily in making the agency run properly, not in enforcing the criminal law. Id. at 724.  Therefore, probable cause is not required to justify an investigatory search of a government worker's office by an employer; a reasonableness standard is sufficient. Id.  "Government offices are provided to employees for the sole purpose of facilitating the work of an agency. The employee may avoid exposing personal belongings at work by simply leaving them at home." Id. at 725. 

Under Arizona law, public employees probably do not have a reasonable expectation of privacy in private documents they place on their work computers.  In Star Publishing Co. v. Pima County Attorney's Office, 181 Ariz. 432 (App. 1994), the Pima County Attorney's Office was suspected of improprieties. To investigate that office, the Pima County Board of Supervisors subpoenaed the computer backup tapes containing all documents from that office for 1993, including e-mail communications of employees. The County Attorney's Office opposed turning over the tapes for several reasons, including an argument that the tapes should be immune from disclosure in order to protect public employees' privacy rights. The Court of Appeals said, "[W]e doubt that public employees have any legitimate expectation of privacy in personal documents that they have chosen to lodge in public computer files;" however, the record was insufficient for the Court to actually decide that question.  Id. at 434. See also State v. Welch, 236 Ariz. 308, 312, ¶ 11 (App. 2014)(by knowingly using a file sharing network, defendant maintained no reasonable expectation of privacy in the files accessible on that network). 
II.
IS THERE A SEARCH / SEIZURE?
When analyzing the validity of a search, one must first determine if there has been a search at all. “Search” has been defined as any “examination of a person with a view to discovering evidence of guilt to be used in a prosecution of a criminal action.” State v. Superior Court, 149 Ariz. 269, 274 (1986); see also State v. DeWitt, 184 Ariz. 464, 468 (1996)(noting that agents' observations were made for the purpose of discovering evidence of guilt to be used in a criminal prosecution). If the purpose of the search is to gather further evidence of a crime, the usual warrant restraints apply. State v. Girdler, 138 Ariz. 482, 485 (1983), citing Michigan v. Tyler, 436 U.S. 499, 508 (1978). 

A “search” under the Fourth Amendment occurs when an expectation of privacy that society is prepared to consider reasonable is infringed. The protection provided by the Fourth Amendment encompasses private information rather than formal definitions of property. To have a legitimate expectation of privacy protected by the Fourth Amendment, a person must show both an actual subjective expectation of privacy and that the expectation is one that society is prepared to recognize as justifiable under the circumstances. Thus, if the state actions do not intrude upon a legitimate expectation of privacy, there is no “search” subject to the Warrant Clause. State v. Allen, 216 Ariz. 320, 323, ¶¶ 12-13 (App. 2007)(lifting car cover to view exterior of car parked in apartment parking lot did not infringe upon any reasonable expectation of privacy and thus was not a search). 
A seizure occurs when a police officer meaningfully interferes with a person's possessory interest in property. United States v. Jacobsen, 466 U.S. 109, 113 (1984); State v. Peters, 189 Ariz. 216, 218 (1997) (brief detention of luggage for examination not a seizure where defendant relinquished control of his luggage by checking it with airline personnel prior to detention and airport baggage handlers informed officer there was still time to place luggage on flight so that defendant's luggage would not be delayed). Whether police action constitutes a seizure depends on the extent of the interference with the defendant's possessory interest in his property; for a seizure to occur, there must be some meaningful interference with defendant's possessory property interest. To claim protection under the Fourth Amendment, a defendant must have a legitimate expectation of privacy in the invaded place. State v. Millan, 185 Ariz. 398, 401-02 (App. 1995)(no Fourth Amendment violation when a government agent briefly detains a suitcase after it has been relinquished into the custody of airline personnel and squeezes the suitcase to facilitate smelling its contents, either by a narcotics dog or the agents themselves).  
Police, airport security personnel, and travelers must all be concerned not only that drugs may be transported but that explosives, incendiary devices, and other items that threaten the safety of those on the airplane may be stored in luggage in the airplane's baggage compartment. Travelers today expect and want luggage X-rayed, sniffed, felt, and handled in a manner that is as non-intrusive as possible but consistent with ensuring that the checked luggage does not contain items that threaten their safety. Brief, non-intrusive detention of checked luggage for such examination no longer invades the traveler's reasonable expectation of privacy, does not unduly interfere with possessory rights, and is not a seizure under the Fourth Amendment. State v. Peters, 189 Ariz. 216, 219 (1997). 

A.
Standing
Both the Fourth Amendment and Ariz. Const. art. 2, § 8 protect against unlawful searches and seizures. These rights are personal and can be invoked only by a defendant with a “legitimate expectation of privacy in the invaded place.” Rakas v. Illinois, 439 U.S. 128, 143 (1978). Arizona courts have sometimes referred to this requirement as “standing” for the sake of brevity. State v. Peoples, 240 Ariz. 244, 247, ¶ 8 (2016), citing State v. Martinez, 221 Ariz. 383, 389 ¶ 21 n.7, 212 P.3d 75, 81 n.7 (App. 2009); State v. Juarez, 203 Ariz. 441, 445 ¶ 16 (App. 2002). But courts must decide whether a defendant possessed a legitimate expectation of privacy applying Fourth Amendment principles rather than traditional standing principles. A defendant's subjective expectation of privacy is “legitimate” if it is “one that society is prepared to recognize as reasonable.” Peoples, 240 Ariz. at 247, ¶ 8, quoting Minnesota v. Olson, 495 U.S. 91, 95-96 (1990). 
Arizona courts have consistently applied the Fourth Amendment's “legitimate expectation of privacy” requirement when determining unlawful search or seizure claims made pursuant to Ariz. Const. art. 2, § 8. State v. Juarez, 203 Ariz. 441, 445, ¶ 16 (App. 2002), citing: Mazen v. Seidel, 189 Ariz. 195, 198-99 (1997)(after fire fighters lawfully entered burning storage unit, police officer's later entry was also lawful because defendant no longer possessed reasonable expectation of privacy for that area); State v. Millan, 185 Ariz. 398, 402 (App.1995)(because defendant had no reasonable expectation of privacy in luggage relinquished to airline personnel, neither the Fourth Amendment nor Ariz. Const. art. 2, § 8 is implicated); State v. Gissendaner, 177 Ariz. 81, 84 (App. 1993)(defendant, an overnight houseguest, was entitled to challenge legality of the search because he had a legitimate expectation of privacy in the house). Thus, Arizona courts have conceptually incorporated “standing” as a substantive part of the state's search and seizure law. State v. Juarez, 203 Ariz. 441, 445, ¶ 16 (App. 2002) (defendant charged with a possessory offense does not have automatic standing to challenge a search and seizure in which someone else's rights may have been violated). 
1.
GPS Devices: Standing Based on Trespass 

The installation of a GPS on a vehicle constitutes a trespass, and the use of the GPS to monitor the vehicle's movements constitutes a search under the Fourth Amendment. United States v. Jones, __U.S.__, 132 S.Ct. 945, 949 (2012). In Jones, the defendant did not own the vehicle but was the exclusive driver; the Court held he had the rights of a bailee and standing to challenge the GPS. In Arizona, the lawful possession of a vehicle when the GPS is installed is sufficient to confer standing to challenge GPS tracking under Jones. State v. Mitchell, 234 Ariz. 410, ¶¶ 17-18 (App. 2014)(defendant had standing to challenge GPS device attached to vehicle he drove sporadically, based on continuing trespass, even though vehicle was owned by third party and defendant was not in possession of vehicle at time police installed GPS). But see State v. Jean, 239 Ariz. 495, 499–500, ¶¶ 13-18 (App. 2016), review granted (Mar. 14, 2017)(co-driver was not a bailee; no evidence the owner did not reserve his right to possess and control the truck at all times). 
A defendant who fails to challenge the placement / use of a GPS device as a search under the common-law trespass theory set forth in Jones waives such argument on appeal. But the reasonable-expectation-of-privacy test augments the trespass test; even in the absence of a trespass, a Fourth Amendment search occurs when the government violates a subjective expectation of privacy that society recognizes as reasonable. State v. Estrella, 230 Ariz. 401, 403-404, ¶¶ 9-10 (App. 2012). However, whether a defendant has a reasonable expectation of privacy in the contents of a vehicle during detainment or search of the interior is a far different inquiry than whether the placement of a GPS device on a vehicle's exterior and subsequent monitoring of the data the device transmitted amounts to a search. Remote monitoring on a public road is considerably less intrusive than a physical search of the vehicle's interior that may result in the seizure of its contents. Generally, a person travelling in a vehicle on public roads has no reasonable expectation of privacy in his movements from one place to another. This is true particularly where monitoring is short-term, and where the driver has borrowed another's vehicle without any knowledge of whether it is being tracked by a GPS device; from the reasonable borrower's perspective, it is possible the owner permitted the installation. Id., 404-05, ¶¶ 11-12 (no reasonable expectation of privacy in employer's van or its movements on public roads and thus placement of GPS device and data collection was not a search since defendant had no interest in van when GPS device was attached in public parking lot and subsequently monitored by police).
Compare: State v. Acosta, 166 Ariz. 254, 256 (App. 1990) (the driver of a borrowed vehicle has a reasonable expectation of privacy regarding its contents and has standing to challenge the search and seizure). 

B.
Reasonable Expectation of Privacy: Two-Part Test

A “search” under the Fourth Amendment occurs when an expectation of privacy that society is prepared to consider reasonable is infringed. When the suspect has a reasonable expectation of privacy in the place or the item searched, a warrant generally is required. State v. Welch, 236 Ariz. 308, 311-12, ¶ 8 (App. 2014) (defendant did not have reasonable expectation of privacy in his shared computer files). In determining whether a suspect's objective expectation of privacy is reasonable, a court considers the totality of the circumstances. State v. Blakley, 226 Ariz. 25, 27, ¶ 6 (App. 2010) (officer approaching car parked in defendant's driveway violated defendant's reasonable expectation of privacy; officer walked past a pathway that lead directly to the front door of defendant's residence and continued to walk down the driveway into an area ordinarily not used by visitors, and officer's intent was not to locate an occupant of the residence but to investigate the car). 
There is a two-part test for determining whether a reasonable expectation of privacy exists. First, an individual must “have exhibited an actual (subjective) expectation of privacy,” and, second, the expectation must “be one that society is prepared to recognize as ‘reasonable.’” State v. Peltz, 241 Ariz. 792, ¶ 25 (App. 2017)(no subjective expectation of privacy in a cell phone conversation in hospital room overheard by police in common area, but even if there was, it was not one society would find reasonable because participants of a conversation that can be readily overheard by someone standing in a public place have a lesser expectation of privacy), quoting Katz v. United States, 389 U.S. 347, 361 (1967); see also State v. Adams, 197 Ariz. 569, ¶¶ 17, 20 (App. 2000)(describing first question as subjective and second as objective, holding that warrant for search of theater did not extend to internal living quarters where defendant had a legitimate expectation of privacy). 

If state actions do not intrude upon legitimate expectation of privacy, there is no “search” subject to the Warrant Clause. State v. Allen, 216 Ariz. 320, 323, ¶ 13 (App. 2007). In Allen, police investigating a hit and run lifted a car cover to examine the car for damage. The Court assumed the defendant placed the car cover over the vehicle for the purpose of hiding the damage and thus had a subjective expectation of privacy in the portion of the vehicle that he covered, but noted this did not determine whether he had an objectively legitimate expectation of privacy in the exterior appearance of his car. “The test of legitimacy is not whether the individual chooses to conceal assertedly ‘private’ activity,” but instead “whether the government[al] intrusion infringes upon the personal and societal values protected by the Fourth Amendment.” Id., 324, ¶¶ 14-15, quoting Oliver v. United States, 466 U.S. 170, 182-83 (1984). 
The Court noted the Supreme Court has held that no reasonable expectation existed in the exterior of an automobile because an automobile “seldom serves as one's residence or as the repository of personal effects. A car has little capacity for escaping public scrutiny. It travels public thoroughfares where both its occupants and contents are in plain sight.” Allen, 216 Ariz. at 324, ¶ 16, quoting Cardwell v. Lewis, 417 U.S. 583, 590 (1974). See also New York v. Class 475 U.S. 106, 114-118 (1986)(motorist stopped for traffic violations does not have a privacy interest in a VIN located in the interior of the vehicle on the dashboard but obscured by papers; only when officer reached into the interior of the vehicle to move papers did search occur and search was not unreasonable because it was no more intrusive than necessary to fulfill the lawful objective of viewing the VIN). The car was parked in a location accessible to the public, the cover was of the sort that easily could be raised or removed by a passer-by, and in lifting the car cover, the only thing the officer exposed to his view was the exterior of the vehicle; no entry was made, nothing was taken, and no damage was done. The Court concluded that under these circumstances, the lifting of the car cover did not infringe upon any reasonable expectation of privacy that Allen had with respect to his vehicle.  216 Ariz. at 324-25, ¶ 18. 
Compare: Arizona v. Hicks, 480 U.S. 321, 325 (1987)(movement of stereo equipment to view serial numbers constituted a search because officers entered the apartment based on the exigent circumstance of the discharge of a weapon within the apartment and thus intruded into an area in which the defendant had a reasonable expectation of privacy; by further moving the stereo equipment, they expanded the warrantless search beyond the scope justified by the exigent circumstances on which their initial entry was based). 
Although a property interest in the item seized is a factor in determining whether there is a legitimate expectation of privacy, it is not alone sufficient to permit a Fourth Amendment challenge to a search. State v. Tarkington, 218 Ariz. 369, 370-71, ¶ 7 (App. 2008)(defendant could not challenge search of third party's apartment, which revealed crack cocaine that defendant later admitted was his, because defendant had no expectation of privacy in apartment). 
Personal belongings need not be locked for a legitimate expectation of privacy to exist. Cell phones are intrinsically private, and the failure to password protect access to them is not an invitation for others to snoop. State v. Peoples, 240 Ariz. 244, 249, ¶¶ 15-16 (2016). 
An overnight guest has a legitimate expectation of privacy in the host's home. There is no uniform time when overnight guest status ends; to make this determination, a court must examine the totality of the circumstances, as it does when deciding whether a defendant was an overnight guest in the host's home. The key consideration is whether the defendant's continued expectation of privacy in the host's home was reasonable. State v. Peoples, 240 Ariz. 244, 249, ¶¶ 18-19, 378 P.3d 421, 426 (2016). In Peoples, the Court held that even if the host lost any expectation of privacy upon her death, that fact would not preclude her guest from continuing to have a legitimate expectation of privacy. Overnight guest status depends on the legitimacy of the guest's expectation of privacy under the totality of the circumstances, not the owner's expectation of privacy after death; it follows that guest status validly extended by a host does not terminate the moment the host dies. Id. at 250, ¶ 24. 

Upon the expiration of the rental period, a hotel guest no longer has a right to use the room and loses any privacy interest associated with it. A hotel may terminate a guest's rental agreement if he engages in unlawful or objectionable conduct. State v. Weekley, 200 Ariz. 421, 427, ¶ 27 (App. 2001). 
A letter sent through the mail is protected from unreasonable searches and seizures until actual receipt by the addressee. State v. Martinez, 221 Ariz. 383, 389–90, ¶¶ 21-25 (App. 2009)(defendant, who had sent letter to his girlfriend from jail, had standing to challenge on Fourth Amendment grounds seizure of the letter by defendant's girlfriend's mother, who had taken the letter out of the mailbox before girlfriend received it or was even aware it existed and then turned letter over to the state). 
Prison officials may inspect and examine the communications of inmates without depriving them of their constitutional rights, and prisoners have no legitimate expectation of privacy in their prison cells; these principles apply not only to convicted prisoners but also to pretrial detainees confined in jail. But the loss of such rights is occasioned only by the legitimate needs of institutional security, and a limitation imposed on prisoners' constitutional rights cannot stand when the objectives the rationale serves are absent. The threshold determination of whether a prisoner's expectation is legitimate or reasonable, and thus deserving of the Fourth Amendment's protection, necessarily entails a balancing of the security interest of the penal institution against the privacy interest of the prisoner. In sum, given the realities of institutional confinement, any reasonable expectation of privacy a detainee retains necessarily is of diminished scope. State v. Martinez, 221 Ariz. 383, 389–91, ¶¶ 21-29 (App. 2009). 

C.
Abandonment
A defendant does not have standing to object to a search after claiming the subject property was not his; rather, the defendant must show under the totality of the circumstances he had a legitimate reasonable expectation of privacy. State v. Morrow, 128 Ariz. 309, 313-14 (1981). It is settled law that one has no standing to complain of a search or seizure of property he has voluntarily abandoned. State v. Walker, 119 Ariz. 121, 126 (1978)(defendant's disclaimers of knowledge and ownership of briefcase immediately before search constituted voluntary abandonment, negating any standing to challenge the search). See also State v. Daniel, 169 Ariz. 73, 75 (App. 1991)(defendant intentionally abandoned vehicle when he told his cousin to report it as stolen and thus had no standing to complain of the search and seizure of voluntarily abandoned property). 
A court will find property has been abandoned only when the person prejudiced by the search voluntarily discarded, left behind, or otherwise relinquished his interest in the property so that he could no longer retain a reasonable expectation of privacy at the time of the search. Intent to abandon property is determined by objective factors, not the defendant's subjective intent, and the appropriate test is whether defendant's words or actions would cause a reasonable person in the searching officer's position to believe that the property was abandoned. State v. Huerta, 223 Ariz. 424, 426, ¶ 5 (App. 2010)(defendant abandoned duffle bag in street and thus warrantless search of bag was lawful; officer asked about property that fell in the street, defendant expressly claimed every item except the duffle bag, officer had no reason to suspect the bag contained contraband and would have had no reason to open it had defendant claimed it, and defendant should have reasonably believed that officer would not leave unclaimed bag on the side of the street but instead would take custody and routinely open and inspect it for indications of ownership as well as safety considerations). Compare State v. Dean, 206 Ariz. 158, 161, ¶ 9 (2003)(automobile parked in driveway of residence not abandoned). 

The test for abandonment in the search and seizure context is distinct from the property law notion of abandonment. It is possible for a person to retain a property interest in an item but nonetheless relinquish his or her reasonable expectation of privacy in the object; upon abandonment, a person loses any legitimate expectation of privacy in the property and thereby disclaims any concern about whether the property or its contents remain private. A denial of ownership, when questioned, constitutes abandonment. State v. Huffman, 169 Ariz. 465, 466-67(App. 1991)(by denying any interest in motel room key, defendant relinquished any expectation of privacy in motel room and thus Fourth Amendment was not implicated when police later made warrantless search of motel room and found evidence he had been involved in drug transactions). 
Placing garbage in communal trash receptacles outside the curtilage of a home usually constitutes abandonment for constitutional purposes. California v. Greenwood, 486 U.S. 35, 40 (1988)(no Fourth Amendment violation when police pressed local garbage collector into service to aid in obtaining access to defendants' trash). See also State v. Siqueiros, 121 Ariz. 465, 468, (App. 1978)(defendant's testimony that he threw clothing and paper towels, which were covered with weeds, into garbage supported finding of abandonment and thus no error in admitting them into evidence despite their warrantless seizure). 
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